It has often been asserted that technology neutrality is the proper approach to ICT regulation, but those making this assertion use the concept in a number of divergent senses. This article analyses those different meanings and asks whether technology neutrality really is as desirable as motherhood and apple pie, and whether it does in fact achieve the goals desired by legislators.
Motherhood and apple pie
Technology neutrality has long been held up as a guiding principle for the proper regulation of technology, particularly the information and communications technologies. The liberalisation of the telecommunications market, first in the US and then in Europe, led to calls for the new regulatory regimes to be technology neutral 1 , and technology neutrality has continued to be a pervasive concept in that field, influencing among others the debates on convergence with broadcasting 2 , voice over IP 3 , universal service 4 , spectrum allocation 5 and net neutrality.
8 1 July 1997 <http://www.technology.gov/digeconomy/framewrk.htm>. 9 Opinion of the Economic and Social Committee on the "Proposal for a Council Recommendation concerning the protection of minors and human dignity in audiovisual and information services", OJ C 214 10 July 1998 p. 25 para. 3.2.5: "Regulation should be 'technology-neutral': as few as possible new regulations, policies and procedures should be specific to the new services."; Recitals to the Proposal for a European Parliament and Council Directive on the taking up, the pursuit and the prudential supervision of the business of electronic money institutions, COM (1998) 0461 final, OJ C317, 15 October 1998 p. 7: "… this Directive introduces a technology-neutral legal framework that harmonises since. 10 Technology neutrality has also been espoused extensively by national legislators and international organisations. 11 The desirability of technology neutral regulation has become part of the general wisdom, and is rarely questioned. 12 Alarmingly, this consensus among legislators seems to have developed in an almost complete absence of any clear understanding what the term "technology neutrality" might actually mean. It was only in 2006 that Professor Bert-Jaap Koops published his masterly essay on the subject 13 , the first proper analysis of the use of the concept outside the telecommunications sector. Although there are numerous references to the desirability of technology neutrality in earlier writings 14 , these do no more than attempt a brief definition of that concept without seeking to explore its deeper meaning and implications.
Koops examines technology neutrality as a starting point for legislators, and asks (and answers) three questions 15 :
• Why might a legislator take the principle of technology neutrality as a starting point when legislating?
• How might that legislator use the principle in formulating legislation?
• In what circumstances would it be appropriate for a legislator to take the principle as a starting point?
the prudential supervision of electronic money institutions to the extent necessary for ensuring their sound and prudent operation and their financial integrity in particular".
The answers to these questions demonstrate that technology neutrality is a more complex concept than previous commentators have realised, and that different aspects of the concept need to be addressed for different legislative purposes.
The aim of this article is to extend Koops' work in two respects. First, it sets out a simplified classification of the different meanings of technology neutrality, with the aim that legislators and regulators should understand more precisely what their espousal of the principle might be likely to achieve. Second, it attempts to analyse whether the general wisdom, that technology neutrality is unquestioningly as good a thing as motherhood and apple pie, is correct.
Types of technology neutrality
The first discoverable extension of this term from telecommunications regulation to the wider field of ICT regulation appears to be in the US Government's Framework for Global Electronic Commerce, quoted above. Here, technology neutrality is used to mean that "the rules should neither require nor assume a particular technology".
Only a few days later, the Bonn Ministerial Conference Declaration of 6-8 July 1997 used the term in a different way, declaring in its principle 22: "Ministers stress that the general legal frameworks should be applied on-line as they are off-line. In view of the speed at which new technologies are developing, they will strive to frame regulations which are technology-neutral, whilst bearing in mind the need to avoid unnecessary regulation."
16 From these statements it is possible to deduce two main elements of technology neutrality:
• The fundamental rules should be the same online as off-line (or more broadly, the same for an online technology activity as for the equivalent off-line technology activity) 17 ; and
•
Legal rules should not favour or discriminate against a particular technology. 18 However, a closer examination of these two elements reveals that each is distinctly ambiguous.
Applying identical rules to different technologies (e.g. online and offline communications technologies) can be done in two ways. The first of these is for there to be a single rule, or for the equivalent rules in sectoral regulation to be identically worded. This creates the risk that differences between the technologies will mean that the effect of the rules is different as between them. As an example, the rule in defamation law that a publisher is liable in addition to the author can mean that the host of an internet resource such as a website or newsgroup can be made liable for defamatory content of which the host had no knowledge and could not discover without taking unusual precautions. 19 The rule applies very differently to an offline publisher, where the content will invariably have been seen by representatives of the publisher such as editors. Alternatively, the rules may be worded differently so as to achieve functionally equivalent treatment for each technology, as is now the case for defamation in many jurisdictions. Interestingly, in defamation the online rules attempt to achieve equivalence by conferring some degree of immunity on the host 20 or by redefining the term publisher. 21 In either case, the result may be to favour online publishing over offline in some circumstances. 22 Given the substantial operating differences between online hosting and offline publishing, it is far from clear what equivalence of treatment between them might be.
As the expressed aim behind this element of technology neutrality is to ensure equivalent treatment between different technologies, the first potential meaning can be discarded. We need therefore to recognise that technologically neutral rules addressing the same issue may well differ in their wording and content, in order to achieve the same (or at least broadly equivalent) effects when applied to these technologies. 23 The principle that regulation should neither favour nor discriminate against a particular technology is also potentially ambiguous. Clearly, a rule which states that only technology A can be used to comply with it 24 favours that technology and discriminates against all others. What, though, of a rule with which technology A can comply without modification, whereas technology B can only comply if feasible, but 19 For an example from the UK, see Godfrey v Demon Internet Ltd [1999] 23 The UK Financial Services Authority has recognised this distinction:
"… the fundamental principles of regulation remain the same whatever the medium (principle of technological neutrality). This policy means that the FSA will not discriminate in its approach on the basis of delivery channel alone, unless the risks to the statutory objectives justify it. Nevertheless, non-discrimination does not suggest the imposition of the same requirements on all delivery channels, since the risk may differ but it does require the FSA to be able to justify any differences by reference to the features of the specific medium." Apostolos Gkoutzinis, "The Prudential Supervision of Internet Banking in the United Kingdom -is the 'Basel Approach' Finding its Way Through National Regulations" (2002) 17 JIBL 249, 254 (discussing the FSA's policy document "New Regulator for a New Millennium" (London, January 2000)).
expensive, modifications are made? Such a rule does not favour technology A directly but it does indirectly discriminate against technology B.
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This ambiguity should again focus our attention on the aims of the legislator. If the aim is to regulate the activities of users of already existing technologies which are used for similar ends then technology neutral regulation will adopt the first of these approaches, treating use of each type of technology in equivalent ways. Thus the EU regulation of commercial communications imposes restrictions whose stringency increases with the intrusiveness, cost to the recipient and potential deceptiveness of the communication, rather than allowing the use of some communications technologies and forbidding or restricting others. 26 If, however, the aim is define the legal consequences which arise from the use of technology, such as whether a valid signature has been made 27 or when and where a communication has been received 28 , then the legislative solution must necessarily concentrate on the characteristics which are required to achieve that legal consequence. Some existing technologies may already possess those characteristics, whereas others do not. In these circumstances, a technologically neutral solution will not prevent the latter type from being modified to achieve those characteristics, but will inevitably favour technologies which do not need such modification.
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To complete our understanding of the concept of technology neutrality, it is clear that we must identify what further aims are intended to be achieved by use of the concept. Koops has undertaken this analysis and identifies four main legislative purposes 30 :
1. The first three of these are implicit in the two elements of the concept discussed above. The fourth is commonly cited as a reason why legislation should be technologically neutral, though there is as yet little evidence that such legislation has thereby been future proofed successfully.
Assuming (at least until part 3 of this article has been reached) that technology neutrality is worth attempting, we must now examine the three main legislative techniques which can be adopted.
Technology indifference
Some laws and regulations apply in identical ways, whatever the technology. The law of murder is an obvious example. Professor Plum's liability is unaffected by her choice between strangling the victim with the rope in the conservatory or bludgeoning him with the lead pipe in the drawing room. Such laws are indifferent to the technology involved, because they apply to behaviour of the actors involved and the effects of that behaviour 31 and not to the means through which the actors behave or by which those effects come about.
In the information and communications technology field, one of the most clearly technology indifferent legal provisions is the right to authorise communication of a work to the public 32 , granted to authors by copyright law. 33 The reason for the introduction of this right in 1996 was the increasing quantity of online information provision 34 , but the right is by no means limited to online communication. If the works of Shakespeare were still in copyright I could infringe his rights in Hamlet in numerous offline ways, for example via the use of technologies such as semaphore flag communication. 32 WIPO Copyright Treaty 1996 art. 8: "… authors of literary and artistic works shall enjoy the exclusive right of authorizing any communication to the public of their works, by wire or wireless means, including the making available to the public of their works in such a way that members of the public may access these works from a place and at a time individually chosen by them."
It is worth noting that the Berne Convention of 1979 is not technology indifferent on this point, in most cases limiting the right to "communication to the public by wire" -see arts 10, 11bis(1), 14(1). Only the rights to prevent the communication of performances (art. 11(1)) or recitations (art. 11ter(1)) are technology indifferent. 33 Copyright law is often said to be generally technology neutral, using that term in the sense of technology indifference. "Copyright law has by and large been formulated according to principles of 'technological neutrality.' It has focused on the nature of the use of the work, rather than the medium by which the use is accomplished, or the physical facilities or equipment involved. Thus, the law has granted to authors the rights to reproduce the work, to adapt it, to perform it publicly, and to communicate it to the public. The primary exception to this technological neutrality has been the separation of a broadcasting right from the general right of communication to the public. At first sight, technology indifferent laws appear to exhibit technology neutrality in all the senses analysed above. Further thought reveals, however, that the internet communications technologies are different in kind from offline communications methods like semaphore. The involvement of intermediaries whose role is to store, copy and/or forward all the information they receive, without examining its semantic content, has already raised the question whether "copying" for the purposes of copyright law is a factual description or an intentional activity 36 , and similar questions will need to be answered for the right to control communication to the public. As Perlmutter has written: Technology indifferent drafting may be an effective technique where the behaviour to be controlled, or the effects to be mandated or prohibited, are not made different in kind by the means adopted by the regulated actor. Where, though, the use of technology fundamentally changes the nature of the behaviour, or means that the effects of that behaviour are different or have different consequences, alternative mechanisms for achieving technology neutrality are required.
Implementation neutrality
If it is desired only to regulate the uses of a particular technology, the regulation must by definition be specific to that technology. However, it is often possible to frame that regulation in such a way that it does not favour one or more implementations of that technology over others. This type of technology neutrality has been described as "implementation neutrality". The implementation neutral approach to regulation is illustrated most clearly in relation to the signature of electronic documents. There are, at the time of writing, four main ways in which such a signature might be attempted 39 :
• by typing the signatory's name into the electronic document;
• by adding a scanned image of the signatory's manuscript signature to the document;
• by encrypting the document (or more normally, a mathematical message digest of the document) with the signatory's secret key, using an encryption method which enables the recipient to validate the signature by decrypting with the sender's public key; or
• to capture some biometric characteristic of the signatory, such as his signature metrics, iris print or voice print, and encrypt that biometric data with the message digest of the document.
Most jurisdictions have decided to pass laws which enable electronic signatures to be treated as legally valid forms of signing a document, and many of those have chosen to do so in a way which does not exclude any of these signature methods from being valid. This is comparatively easy in common law jurisdictions because case law has established over the years that the precise form a signature takes is not decisive. 40 A signature is any process which, when applied to a document, produces sufficient 41 evidence: (a) of the identity of the signatory; (b) that the signatory intended to sign the document; and (c) that the signatory adopts the contents of the document.
42 Any esignature law which imposes as the sole requirement for validity that evidence of these matters must be produced is implementation neutral as between the available esignature methods. 41 It is obvious that the electronic signature methods described above are not equivalent in terms of their evidential weight. The test for evidential sufficiency is not an absolute standard, however. The question is whether the signature method used provides sufficient evidence of these matters in the particular case. Thus an email on which I have typed my name, where I do not dispute that I typed it, is sufficient proof of all these matters and is thus signed by me. By contrast, if I deny sending the email, the fact that my name is typed on it is not, on its own sufficient evidence of identity, intent to sign and adoption of contents to constitute my signature. It is perhaps worth noting here that implementation neutrality is very close to technology indifference -indeed, art. 2(a) of the UNCITRAL Model Law could easily be redrafted to apply to both electronic and non-electronic signatures. 44 In the case of signatures, a technology indifferent approach would require each legislature to consider whether any exceptions were required to preserve any differences from the evidential approach which existed for particular types or uses of manuscript signatures. 45 For this reason, no country has chosen to introduce new legislation which extends beyond signatures in electronic form, and thus a technology indifferent approach has been ruled out.
In other fields of activity it may only be possible to impose functionally equivalent obligations on users of different kinds of technology by regulating each type of technology specifically. In this case the closest equivalent approach to technology indifference is that of implementation neutrality. For example, the issuance of emoney is so fundamentally different an activity from the printing of banknotes and minting coins that it would clearly be difficult, if not impossible, to regulate both activities by means of the same legal rules. The EU e-Money Directive 46 aimed to be implementation neutral as between different e-money technologies 47 , but failed to achieve this aim as we shall see in part 3.1 below.
It is worth noting that the extent of neutrality as between different technology implementations depends very much on the definition of the technology to be regulated. Thus a law which controls the carrying of weapons is likely to be neutral as between different types of armament, whereas a law which regulates the carrying of guns will necessarily favour those who prefer knives or bows and arrows. The choice in the e-Money Directive to regulate the issuance of e-money, rather than the 43 Directive 1999/93/EC on a Community framework for electronic signatures, OJ L 13 19 January 2000 p 12.
44 For example, "'Signature' means a process applied to, or information in, affixed to or logically associated with, a document, which may be used to identify the signatory in relation to the document and to indicate the signatory's approval of the information contained in the document." 47 Recitals to the Proposal for a European Parliament and Council Directive on the taking up, the pursuit and the prudential supervision of the business of electronic money institutions, COM (1998) 0461 final, OJ C317, 15 October 1998 p. 7: "… this Directive introduces a technology-neutral legal framework that harmonises the prudential supervision of electronic money institutions …". It is clear from the context that "technology-neutral" is used here in the sense of implementation neutrality.
provision of e-payment services, was one of the reasons why this legislation was not implementation neutral.
Potential neutrality
There will be circumstances when a regulator decides that a particular attribute of a technology, or method of its use, is essential to achieve the legal result which the regulator is aiming for. Unless all existing and potential implementations of the technology exhibit that characteristic or are used in that way, implementation neutrality will not be available as a legislative technique. In these circumstances, the regulator can achieve some level of neutrality between different technology implementations by drafting the legal requirements in such a way that non-compliant implementations can be modified to become compliant.
Again, e-signature law provides the clearest illustration of this approach. E-signatures are used primarily in online dealings, and the question of the identity of the online counterparty is a perennial issue. 48 A document may appear to be signed electronically by Alice, but how can the recipient be sure that Alice is really Alice? The answer to this conundrum is for a trusted third party to take evidence of Alice's identity (e.g. via a passport or some other official document) and then issue an electronic certificate which confirms her identity and links her with the e-signature mechanism. Identity certification was from an early stage built into digital signatures, i.e. those which rely on asymmetric public/private key encryption 49 , but not into the other e-signature methods described at part 2.1 above.
As we have seen above, the common law jurisdictions have tended to favour a purely evidence-based approach which does not mandate identity certification. 50 However, Civil law countries have traditionally treated offline signatures as a requirement of form, rather than a matter of evidence, and therefore considered independent evidence of the identity of a signatory to be an important factor if electronic signatures were to be given legal validity. 51 Thus the EU e-Signatures Directive art. 51 See recital 20 of the Directive: "… national law lays down different requirements for the legal validity of handwritten signatures; whereas certificates can be used to confirm the identity of a person signing electronically; advanced electronic signatures … can be regarded as legally equivalent to handwritten signatures only if the requirements for handwritten signatures are fulfilled". 52 The "advanced electronic signature" based on a "qualified certificate" and created by a "securesignature-creation device" (all defined in art. 2). Theoretically there could be an advanced signature which is not based on a qualified certificate and creates securely, but the Directive gives no special status to such a signature.
in the same manner as a handwritten signature satisfies those requirements in relation to paper-based data" and is admissible as evidence.
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This provision enables digital signatures to comply with little or no modification, but the main competing technology, biometric signatures, was not designed to include third party identity certification. As a consequence, art. 5(1) of the Directive favours the former as against the latter. This apparent lack of technology neutrality has been noted 54 , but is not the point. Once the legislators had decided that identity certification was necessary to achieve the formality necessary to grant e-signatures legal validity (at least in Civil law countries), that choice would necessarily discriminate against non-certified e-signature technology. The question is whether neutrality could potentially be restored by modifications to the technology discriminated against, and it is clear that there is no insuperable barrier to incorporating identity certification into biometric signature technologies. 55 The fact that this has not been undertaken is explainable by the lack of economic demand for e-signatures of either kind, and not because of the law's discriminatory effect.
Had the Directive imposed a requirement to meet a technical standard in order for an e-signature to achieve legal validity 56 it would have not have been potentially technology neutral legislation. Because, however, its requirements are at least theoretically achievable for non-digital signature technologies, the Directive exhibits some minimum level of technology neutrality.
A similar approach was taken in those parts of the EU Electronic Commerce Directive 57 which regulate online contracting. For example, art. 11(2) provides: 55 It is even theoretically possible to produce a manually typed signature to an electronic document which complies with art. 5(1) -cameras could simultaneously record the typing and the face of the typist, and the output of those cameras could be encrypted with a message digest of the document and a third-party certified picture of the signatory in a way which meets the Directive's other requirements. This would be a cumbersome and ultimately pointless exercise, as the encryption process would most easily be performed using digital signature technology, but the fact that it is technically achievable demonstrates the art. 5(1) is at least potentially technology neutral in the sense discussed in this part. 56 As was the case for the German Digital Signature Act (Signaturgesetz) 1997 and Ordinance (Signaturverordnung) 1997. At that time many e-commerce technology platforms did not provide this functionality, and art. 11(2) therefore discriminated against these implementation of the technology. In spite of this the Directive has not been criticised for its lack of technology neutrality. The legislative aim was to ensure that the technology was operated in the specified manner, and the offending platforms were modifiable, and have since been modified, to enable online sellers to comply with art. 11(2).
Is technology neutrality always desirable?
Whichever sense of the term "technology neutrality" is being used, it seems clear that legislators have consistently failed to ask themselves whether they were being sensible in adopting their particular flavour of technology neutrality when legislating.
To remedy this omission we need to ask a number of questions:
• Are the aims implicit in the concept of technology neutrality achievable?
• Is technology neutral drafting possible?
• Are there undesirable consequences of adopting a technology neutral approach?
Achievable aims
Technology neutral regulation appears to have three main aims: futureproofing, online and offline equivalence, and encouraging the development and uptake of the regulated technology. The question is whether those aims are achievable.
Futureproofing means producing law and regulation which can continue to apply to new technological developments without constant amendment. "Regulation that is based on specific technology can quickly become outdated, and may lead to inefficient investment by market players." 58 It should be clear that technology indifferent regulation avoids this trap, unless a technological advance is so disruptive that it effectively overturns the fundamental assumptions on which that regulation is based.
59 Doubts have been expressed, however, whether other techniques of technology neutrality are capable of sufficient foresight to achieve futureproofing: 
… it has to be said that technological neutrality is not always desirable. Applied to a regulation, it means that the regulation will apply to new technologies, the invention or development of which cannot be foreseen. The pre-regulation of those technologies may

produce undesirable consequences and even prevent the deployment of new technologies. 60
These doubts may not be well-founded. I have analysed elsewhere a sample of ICT laws and regulations in terms of their effectiveness at futureproofing through technology neutral drafting, and conclude that these laws are still capable of applying in spite of the changes in technology. 61 Their failure to achieve the original legislative aims is caused primarily by changes in the underlying business models for use of these technologies, rather than by over-specific regulation of particular technologies. From this, one might conclude that if other aspects of the legislation are satisfactory, a technology neutral approach can provide a useful degree of futureproofing to the law.
Achieving equivalence of effect between laws regulating new technological activities and those which continue to apply to the predecessor activities has proved more difficult. For example, one of the stated aims of the e-Money Directive was:
to preserve a level playing field between electronic money institutions and other credit institutions issuing electronic money and, thus, to ensure fair competition among a wider range of institutions to the benefit of bearers. 62
This aim was to be achieved by imposing a lighter regulatory regime on e-money issuers compared with more traditional financial institutions such as banks, and balancing this by three restrictions on the activities of e-money issuers: a requirement to maintain capital and liquidity in excess of 100% of outstanding e-money obligations (the float) 63 ; a restriction on investing the float in any but the safest (and lowest returning) government-issued securities 64 ; and a restriction on undertaking any non-financial services business activities. 65 It is not possible to make a direct comparison of the impact of the different regulatory regimes, as there are few emoney issuers authorised under the Directive and their accounts are not generally published. The author's impression is that the combined effect of these restrictions is to make e-money issuance only marginally profitable. The single e-money issuer which has so far achieved any substantial EU-wide market is PayPal 66 , and it is noteworthy that PayPal has recently been granted authorisation as a Luxembourg bank 67 and thus escaped the Directive's regulatory regime.
A further problem in achieving online and offline equivalence arose when the UK mobile telecoms companies began using their customers' pre-pay float to allow those customers to pay for ringtones, software and other products. The UK Financial Services Authority (FSA) took the view that this amounted to e-money issuance and instructed those telcos to register as e-money issuers, not noticing that this would prevent them from continuing to provide mobile telephony because of the prohibition on non-financial services activities! The regulatory position was further complicated by the fact that some, but not all, of the payments which were enabled could be seen as payments for premium rate telephony services (such as ringtones downloaded to the mobile phone itself), and these were regulated by the telephony regulator and not the FSA. After a number of abortive attempts to define which payments would be considered as e-money 68 the FSA abandoned its assertion of regulatory authority over these payments on the ground that the proposed Payment Services Directive 69 was forthcoming. The most recent text of that proposal, as approved by the European Parliament 24 April 2007, introduces the new regulated entity of payment institution, which will operate under much reduced capital and liquidity requirements 70 and be permitted to engage in non-financial business activities provided the payment funds are appropriately safeguarded. 71 In theory e-money institutions will still exist and remain regulated by the e-Money Directive, but in practice it seems unlikely that any new payment service provider would choose the e-money regulatory regime in preference to that covering payment institutions. It remains to be seen whether this new regulatory system will achieve online and offline equivalence in the payment services sector.
Online and offline equivalence may turn out to be an unrealistic aim. In many cases the offline position may be so complicated that it is not appropriate to attempt to produce full equivalence with new online technologies, as was the case for signatures. 72 More commonly, online activities will be so different in kind from their 66 And it seems probable that this was based largely on PayPal's role as effectively the captive payment system for eBay. offline counterparts that it is not possible to identify what equivalence might meansee, for example, the discussion of online defamation at part 2 above. If online and offline equivalence is either undesirable or undefinable, it is unlikely that any attempts at technology neutral regulation will achieve it.
The third common aim of technology neutral regulation is to encourage the development and uptake of the regulated technology. In this respect legislators often exhibit a charming, if naive, idealism about what legislation can do which is not always identifiable in their other activities. Many of the legal instruments which attempt to regulate online activities specifically claim that they will encourage those activities. 73 It must, however, be doubted whether legislation on its own can ever achieve this aim. Some technologies, of which e-money is a prime example, have been solutions in search of a problem ever since their invention. 74 Others, such as esignatures, have so far failed to find widespread acceptance because the cost of the technology infrastructure outweighs the potential benefits of its use, though in the case of e-signatures there are signs that this may change as the costs of identity theft continue to rise. 75 In neither case did regulation do much, if anything, to encourage use of the technology. By contrast, digital music downloading has flourished in spite of the fact that the vast proportion of downloads are in breach of the law. Technologies are adopted because of their perceived benefits, rather than because they are legally sanctioned.
signatures and writing have developed over many hundreds of years of custom and law. It would not be sensible to impose equivalence between traditional and electronic means of communication in one fell swoop. Such a move could have unforeseen consequences." See also part 2.2 above, explaining why the e-Signatures Directive did not attempt to achieve such equivalence. 73 Some of these claims are particularly extravagant, such as the assertion in the Proposal for a European Parliament and Council Directive on the taking up, the pursuit and the prudential supervision of the business of electronic money institutions, COM (1998) 0461 final, OJ C317, 15 October 1998 p. 7 that the proposed legislation: … will create legal certainty, encourage new market entrants, encourage competition, and contribute generally to the development of electronic commerce.
Other examples might include the European Parliament resolution of 17 July 1998 (A4-0189/98) on the proposed e-Signatures Directive; Australian Broadcasting Services Act 1992 s. 4(3)(c) (as amended); Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions, Radio Frequency Identification (RFID) in Europe: steps towards a policy framework COM(2007)96 para. 3.5. 74 The origins of the technological concept of stored value e-money lie in the late 1980s -see e.g. D. Chaum, A. Fiat, & M. Naor, "Untraceable Electronic Cash" in Advances in Cryptology: Proceedings of CRYPTO '88, S. Goldwasser (Ed.) (Springer-Verlag 1990) pp. 319-327 -and the first operational system, Mondex (www.mondex.com), was invented by Tim Jones and Graham Higgins in 1990 with in-house trials at NatWest in 1992. Initially stored value e-money was proclaimed to be a solution to the problem of low value payments where giving change was difficult, such as car parking, then as a solution to the problem of payment over the internet, and most recently as a technology for mobile telephony payments. In each case, simpler technologies have proved commercially more effective. 75 UK Government estimates of this cost were £1.3 billion p.a. in 2002, rising to £1.7 billion in 2006 -see www.identity-theft.org.uk -though it is unclear what proportion of this is due to online activities.
Drafting problems
It is clearly only sensible to attempt to produce technology neutral regulation if it is possible to draft the regulation in technology neutral terms. Some authors doubt whether this is ever achievable:
Language cannot be completely technology-neutral; it is impossible to draft legislation with sufficient precision and clarity that addresses every possible future technical variation. 76 Others are more sanguine about the prospects of success:
Where regulation is drafted in technology neutral terms (for example, 'any means of transport', 'any means of communication', 'any means of human reproduction', or the like), a literal interpretation will keep the law connected to the technology. 77 One important factor in determining whether technology neutral drafting is possible is the extent to which the legislator understands the technology. For example, art. 7(1) of the Databases Directive 78 grants a sui generis right to prevent unauthorised extraction and/or reutilisation to:
… the maker of a database which shows that there has been qualitatively and/or quantitatively a substantial investment in either the obtaining, verification or presentation of the contents … The aim of the drafters was to protect databases both of content originating from third parties, and content originating from the maker of the database. 79 However, in British Horseracing Board Ltd and Others v William Hill Organization Ltd. 80 the ECJ held that the drafting of art. 7(1) made a distinction between creating and obtaining data, and required that any investment in the creation of data should not be taken into account in deciding whether the investment in making a database was substantial. The effect was to remove protection from most databases which consist only of data generated by their maker, a result which "…[goes] against the Commission's original intention of protecting 'non-original' databases in a wide sense". 81 This problem arose because the drafters of the Databases Directive wrongly thought that they understood the technology and how databases would be generated and used in the future. Had they resisted the temptation to define "making" a database in terms of "obtaining, verification or presentation" 82 Even if the technology is understood, no drafting can be proof against unanticipated changes to that technology. The e-Signatures Directive assumed that certificationservice-providers would themselves take evidence of a signatory's identity, and thus contains no provisions on the liability of those who actually take such evidence, registration authorities, while the e-Money Directive was drafted on the assumption that e-money value would be stored on a device in the holder's possession, rather than on the central servers used by (for example) mobile telephony providers. For these, among other reasons, neither Directive is a close match to the current state of the technology. 
Undesirable consequences
By definition, technology neutral regulation cannot be very specific about the subject matter which it regulates. This can produce the undesirable consequence that the law, or its application in practice, is insufficiently clear. As Escudero-Pascual and Hosein have demonstrated clearly in respect of the interception of communications data 84 , an unsuccessful attempt to achieve technology neutrality has resulted in regulation whose meaning is so vague that its application to the technology is often a matter of guesswork. 85 As a further example, the e-Money Directive defines electronic money as value which is: (i) stored on an electronic device;
(ii) issued on receipt of funds of an amount not less in value than the monetary value issued; and (iii) accepted as means of payment by undertakings other than the issuer.
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The drafting of point (i) is clearly an attempt to be implementation neutral.
At that time, the proposed implementations of e-money all envisaged that the holder of this value would store it either on a smart card or in a software wallet on the holder's own PC. The physical world analogy was with notes and coins, where payment is achieved by transferring physical possession of the money. 87 Soon, however, the mass-market connectivity provided by the internet and mobile telephony made it possible for service providers to offer online payment services based on holding customers' money and making payments via internal accounting transfers to accounts held for merchants. The question then arose whether such payment services were dealing in value "stored on an electronic device", in which case they would fall within the ambit of the Directive. As explained in part 3.1 above, this gave rise to a long-running dispute between the UK FSA and mobile telecoms providers which has never been resolved.
If the Payment Services Directive is implemented in its current form, almost all EUlocated services which transfer funds to a third party will be regulated under one of three regimes:
• Traditional "credit institutions", defined in the Consolidated Banking Directive in technology indifferent terms: "an undertaking whose business is to receive deposits or other repayable funds from the public and to grant credits for its own account".
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• Payment institutions, which are any provider of payment services which is not a traditional credit institution or an electronic money institution. 89 This definition is based on the functions provided by the institution, not the means of effecting those functions, and is therefore also technology indifferent.
• Electronic money institutions, which issue e-money. 90 As we have just seen, "electronic money" is defined in implementation neutral language that does not provide enough detail to distinguish which uses of computing technology amount to e-money issuance and which are non-e-money payment services. It is unlikely in the modern world that many payment institutions will work purely on paper, and so the dividing line between the two regulatory regimes cannot be drawn clearly. The distinction is vital, however, because as we have already noted payment institutions are allowed to carry out non-financial business whereas electronic money institutions cannot. 87 See D. Chaum, A. Fiat, & M. Naor, "Untraceable Electronic Cash" in Advances in Cryptology: Proceedings of CRYPTO '88, S. Goldwasser (Ed.) (Springer-Verlag 1990) pp. 319-32; recital 3 eMoney Directive: "electronic money can be considered an electronic surrogate for coins and banknotes, which is stored on an electronic device such as a chip card or computer memory and which is generally intended for the purpose of effecting electronic payments of limited amounts". Further examples of uncertainty caused by attempts at technology neutrality are not hard to find. Readers might, for example, ask themselves how many "controllers" of personal data 91 are to be found in the average university, and precisely what they need to do, or not to do, to export personal data from the EEA to a third country.
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A further effect of technology neutrality is that it can tempt legislators into regulating prospectively, before it is properly understood how a new technology will be used and what problems the regulation will actually need to solve. One of the assumptions underlying the technology neutral approach is that such regulation will always be flexible enough to deal with the technology as it develops, but this has not always proved to be true in practice. ICT is not an end in itself but is used to achieve commercial and social ends, and it is these that may be changed by technology development in a way which outdates the regulation: 
Taking sides
When regulating new developments in ICT, lawmakers have to make a choice between technology neutral and technology specific approaches. How should they decide which side to take? First, the lawmaker needs to be certain that both the technology and also, in particular, the ways in which it will be implemented and operated, are well understood. If the technology is so new that the ways in which it will be used are uncertain, technology neutral regulation is likely to result in one or more of the undesirable consequences explained in part 3.3 above. ICT is never regulated purely for its own sake, but aims to control the users of that technology and the uses they make of it. If that human behaviour is not properly understood, regulation is unlikely to be successful. 91 Directive 95/46/EC on the protection of individuals with regard to the processing of personal data and on the free movement of such data, OJ L 281, 23 November 1995 p. 31 art. 2(d): "the natural or legal person, public authority, agency or any other body which alone or jointly with others determines the purposes and means of the processing of personal data". Where the regulation will need to be applied to technology users alone, the choice lies between implementation neutrality and potential neutrality. Implementation neutrality is practicable if all known and anticipated implementations of the technology are capable of being used in compliance with the regulation. If, however, achievement of the regulatory aims requires that particular behaviours or effects must be mandated, and those behaviours or effects are only achievable via some of the technology implementations, then a potentially neutral approach can be used to permit the noncompliant technology to be modified so that compliance is possible.
Finally, the lawmaker ought to consider whether a technology specific approach would produce better regulation. Specificity is often rejected at the outset because technology neutrality has been hailed so loudly as the only correct way to proceed in the ICT arena, but it has a number of advantages. It creates substantial certainty as to the scope of the regulation and what needs to be done in or to comply with it. 95 As a consequence, the level of regulatory compliance is likely to be high, and the compliance costs lower than would be the case if advice were needed as to the meaning and application of the regulation. A further benefit of technology specific regulation is that its effects will not spill over into other fields of activity, forcing unwanted behavioural change in those fields. 96 Finally, specificity forces the lawmaker to reconsider the regulation at regular intervals 97 , thus ensuring that the regulation keeps pace with technological and other changes. 94 For example, "copying" or "publishing". 95 As an example from a different field of technology, the UK Road Vehicles (Construction and Use) Regulations 1986 SI 1986/1078 appear to be so clear in their application that there are no reported cases since 2000 which turned on the interpretation of those Regulations. 96 "The experience of the 1870s may, however, remind us that technology-specific laws can be valuable, particularly where the goal is not outright prohibition. As we have seen, the goal of the prohibition on copying news was to facilitate the organization of economic relationships for dissemination and, in turn, to provide a legal mechanism for cost sharing. There was no need to extend the laws beyond news sent by telegraphy, nor necessarily to anticipate that later technologies of transmission would involve the same problems. Moreover, the importance of limiting the telegraphic property laws to news sent by electronic telegraph was to enable existing journalistic practices of appropriation, typically with attribution, to continue unaffected. The telegraphic property laws were formulated narrowly to meet the particular problem with a corresponding solution and to leave others alone.
Today, the drive for 'technologically neutral' laws, such as those that would broaden the notion of 'reproduction,' comes equally with the danger of bringing perfectly acceptable social practices into the realm of law, unintentionally replacing traditions with negotiations, and unnecessarily juridifying life worlds. A review of the story of the telegraphic property laws reminds us that technological neutrality is not always ideal. Technology specificity does, of course, have a cost. It is immediately apparent that technological change will challenge such regulation, and that it is very likely that the regulation will not cope adequately with that change. This may not be so great a disadvantage as it might at first appear -as we have seen, purportedly technology neutral regulation is not necessarily good at coping with change either.
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More important is the cost in legislative time and effort required to keep technology specific regulation up to date. Perhaps, though, this is an inevitable consequence of a world in which technological change occurs rapidly and in a seemingly unpredictable direction. 99 As Brownsword has noted in relation to the equally problematic technology of genetics:
[If] there is a genuine question about whether (and, if 
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The problem, of course, is that legislators are reluctant to re-examine issues which they believe they have already solved. In this regard, technology neutral regulation could be seen as a substitute for investing the effort necessary to decide whether regulatory objectives have been achieved and to remedy the law's inevitable defects. 99 "Our perspective of the sustainability of laws is influenced greatly by the past, and law-making processes are still largely the same as they were in the pre-ICT era. But time is a relative matter. The rate of change in current society is much higher than it used to be, and it might therefore be necessary to adapt our requirements of sustainability accordingly. In the industrial era, there may have been a requirement that laws should be sustainable for a period of, say, twenty or thirty years, but such a period seems much too long in the ICT era. … It seems pointless these days to require telecommunications laws to last for decades, and the same holds for many other ICT laws." Koops, op cit note 11 p. 89. 
